tryhackme active directory basics
walkthrough

TryHackMe Active Directory Basics Walkthrough is an engaging and practical
way to learn about Active Directory (AD), a critical component in Windows
environments. Active Directory serves as a directory service for managing
users, computers, and other resources in a network. It is central to user
authentication and authorization, making it essential for both security
professionals and IT administrators. In this walkthrough, we will explore the
key components of Active Directory, how to navigate the TryHackMe platform,
and practical exercises to solidify your understanding of AD concepts.

Understanding Active Directory

Active Directory was developed by Microsoft and is a core part of Windows
Server operating systems. It provides a variety of services, including:

- User management: AD allows administrators to create, delete, and manage
user accounts.

- Authentication and authorization: It verifies user credentials and
determines access permissions.

- Group policies: Admins can manage and enforce security settings and
configurations across the network.

- Resource management: AD helps manage network resources such as printers,
files, and applications.

Key Components of Active Directory

To understand how Active Directory operates, it is crucial to familiarize
yourself with its primary components:

1. Domain: A domain is a logical group of network objects (users, computers,
etc.) that share the same AD database.

2. Organizational Units (OUs): OUs are containers within a domain that help
organize users and resources for better management.

3. Users: User accounts are created to represent individuals accessing the
domain.

4. Groups: Groups are collections of user accounts that simplify permissions
management.

5. Domain Controllers (DCs): These servers host the AD database and respond
to authentication requests.

6. Forest: A collection of one or more domains that share a common schema and
configuration.

Getting Started with TryHackMe
TryHackMe is an online platform designed for learning cybersecurity through

hands-on exercises and challenges. The "Active Directory Basics" room on
TryHackMe offers a well-structured environment to familiarize yourself with



AD concepts. Before diving into the exercises, you need to set up your
account and navigate the platform.

Creating an Account

1. Visit the [TryHackMe website] (https://tryhackme.com).
2. Click on "Sign Up" and fill in the required information.
3. Verify your email and log in to your account.

Finding the Active Directory Basics Room

1. Use the search bar to find "Active Directory Basics."
2. Click on the room to enter its overview page.
3. Familiarize yourself with the objectives and requirements listed.

Active Directory Basics Walkthrough

Now that you are set up on TryHackMe, let’s delve into the practical aspects
of the Active Directory Basics room. The room is divided into various tasks
that introduce fundamental concepts through hands-on activities.

Task 1: Understanding AD Concepts

This section typically provides a theoretical overview of Active Directory.
You will learn about the roles of different components and how they interact
within a network. Key points to note include:

- LDAP: Lightweight Directory Access Protocol is the protocol used to access
and maintain directory information services.

- Kerberos: A network authentication protocol that allows secure
communication between users and services.

Task 2: Setting Up Your Environment

To perform the exercises in the Active Directory Basics room, you may need a
virtual machine (VM) or a cloud-based environment provided by TryHackMe.
Follow these steps:

1. Click the "Deploy" button to start your VM.

2. Wait for the machine to initialize and connect to it via the provided IP
address.

3. Use the credentials supplied in the room to log in to the VM.

Task 3: Exploring Active Directory Users and Computers

In this task, you will use the Active Directory Users and Computers (ADUC)
console to explore user accounts and OUs.

1. Open the ADUC console on the VM.
2. Navigate through the various OUs to see how users and groups are
organized.



3. Identify at least three different user accounts and note their properties.
Task 4: Creating and Managing Users

One of the core skills in managing Active Directory is the ability to create
and manage user accounts. Follow these steps:

1. Right-click on an OU and select "New" > "User."

2. Fill in the necessary details, such as first name, last name, and
username.

3. Set a password and configure account options (e.g., password expiration).
4. After creating the user, practice modifying their properties to understand
how changes affect the account.

Task 5: Group Management

Understanding how to manage groups is essential for effective permissions
management. In this task, you will:

1. Create a new group in the appropriate OU.

2. Add users to the group by right-clicking on the group and selecting "Add
to Group."

3. Test group permissions by accessing resources shared with the group.

Task 6: Implementing Group Policies

Group Policies are vital for managing settings across user accounts and
computers. In this task, you will learn how to:

1. Open the Group Policy Management Console (GPMC).

2. Create a new Group Policy Object (GPO).

3. Link the GPO to an OU and configure specific settings (e.g., password
policies, user logon scripts).

Practical Exercises and Capture the Flag

After completing the initial tasks, the room may include practical exercises
where you can test your knowledge. These exercises often include Capture the
Flag (CTF) challenges that require you to exploit vulnerabilities or perform
specific tasks within the AD environment.

Examples of CTF Challenges:

1. Find the Admin User: Use tools like " ldapsearch™ to query the directory
and identify users with administrative privileges.

2. Group Enumeration: List all groups in a specific OU to determine where you
might find interesting privileges.

3. Password Cracking: If you obtain password hashes, attempt to crack them
using tools like Hashcat.

Tips for Success



- Take Notes: Document your findings and insights as you navigate through the
tasks. This will help reinforce your learning.

- Leverage Community Resources: Engage with the TryHackMe community on forums
and Discord to share experiences and ask questions.

- Practice Regularly: The more you practice, the more comfortable you will
become with Active Directory concepts and tools.

Conclusion

The TryHackMe Active Directory Basics Walkthrough is an invaluable resource
for anyone looking to understand the workings of Active Directory. By
engaging in hands-on activities, you gain practical experience that enhances
your skills in user management, group policies, and security practices. As
you progress through the room, remember that mastering Active Directory is
crucial for both cybersecurity professionals and IT administrators. Keep
exploring, practicing, and learning to solidify your understanding of this
essential technology.

Frequently Asked Questions

What is the primary purpose of the TryHackMe Active
Directory Basics walkthrough?

The primary purpose is to provide learners with a foundational understanding
of Active Directory, its components, and how it is utilized in real-world
scenarios, particularly in penetration testing.

What are the key components of Active Directory that
are covered in the walkthrough?

The key components include domains, domain controllers, organizational units
(OUs), and user accounts, as well as group policies and security principles.

How does the walkthrough help in understanding
domain enumeration?

The walkthrough includes practical exercises that demonstrate how to
enumerate users, groups, and services within a domain using various tools and
techniques.

What tools are recommended for use during the
TryHackMe Active Directory Basics walkthrough?

Commonly recommended tools include PowerShell, BloodHound, and various
enumeration scripts that help gather information from Active Directory
environments.



Are there any prerequisites to start the Active
Directory Basics walkthrough on TryHackMe?

Basic knowledge of networking concepts and familiarity with Windows operating
systems are recommended, but the walkthrough is designed to be beginner-
friendly.

What common vulnerabilities related to Active
Directory are explored in the walkthrough?

The walkthrough explores vulnerabilities such as weak passwords,
misconfigurations, and improper permissions that can be exploited in an
Active Directory environment.

Can the skills learned in the Active Directory
Basics walkthrough be applied in real-world
scenarios?

Yes, the skills acquired can be applied in real-world penetration testing and
security assessments of organizations that utilize Active Directory for user
management.

What is the significance of understanding group
policies in Active Directory?

Understanding group policies is crucial as they control user and computer
settings across the domain, influencing security configurations and
operational behavior of systems.
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