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Versa SD-WAN Configuration Guide

The adoption of Software-Defined Wide Area Networking (SD-WAN) has
transformed the way enterprises connect their branch offices to data centers
and cloud environments. One of the leading solutions in this space is Versa
SD-WAN, which offers advanced capabilities for traffic management, security,
and application performance. This comprehensive guide will walk you through
the essential steps of configuring Versa SD-WAN to optimize your network
performance, enhance security, and ensure seamless connectivity.

Understanding Versa SD-WAN

Versa SD-WAN integrates networking and security into a single platform. It
enables organizations to deploy WAN services over any transport medium,
including MPLS, broadband, and LTE. The key features of Versa SD-WAN include:

- Centralized Management: Simplifies the deployment and management of WAN
services through a single pane of glass.

- Dynamic Path Control: Automatically routes traffic based on real-time
network conditions, ensuring optimal application performance.

- Integrated Security: Combines SD-WAN with advanced security features like
firewall, intrusion prevention, and secure web gateway.

- Application Performance Optimization: Prioritizes critical applications and
provides visibility into application performance metrics.

Pre-requisites for Configuration

Before diving into the configuration process, ensure that you have the
following prerequisites in place:

1. Network Assessment: Understand your current network architecture,
including existing WAN links, bandwidth, and application requirements.

2. Versa License: Ensure that you have the appropriate licenses for Versa SD-
WAN features you intend to use.

3. Hardware/Software Requirements: Verify that the hardware (if applicable)
and software versions are compatible with the Versa SD-WAN solution.

4. Access Credentials: Obtain the necessary administrator credentials for the
Versa orchestrator and devices.



Basic Configuration Steps

Configuring Versa SD-WAN involves several key steps, which can be grouped
into three main phases: initial setup, policy configuration, and monitoring.
Below is a detailed breakdown of each phase.

1. Initial Setup

To initiate the configuration of Versa SD-WAN, follow these steps:

1. Log into the Versa Orchestrator:

- Access the orchestrator via a web browser using the IP address provided
during deployment.

Enter your administrator credentials.

2. Create a New Site:

Navigate to the “Sites” section.

Click on “Add Site” and input the necessary details (site name, location,
etc.).

3. Add Devices:

- In the created site, select “Add Device.”

- Specify the device type (e.g., Versa Node) and input the device’s serial
number.

- Assign the device to the site.

4. Configure Device Parameters:

- Click on the newly added device to access its configuration options.

- Set the management IP address and specify the routing protocols (e.g.,
OSPF, BGP) as needed.

5. Deploy Configuration:
- Save the changes and push the configuration to the device.
- Verify that the device is connected and operational.

2. Policy Configuration

Once the initial setup is complete, configure the policies that govern how
traffic is managed. This includes:

1. Traffic Policies:

- Navigate to the “Policies” section.

- Create a new traffic policy to define rules for application traffic
handling.

- Specify parameters such as:

- Source and destination IP addresses



Application type
Action (e.g., prioritize, limit, block)

2. Security Policies:

Create security policies to define firewall rules and intrusion prevention
settings.

- Specify the action for each rule (allow, deny) and configure logging
options.

3. Path Control Policies:

- Set up path control policies to manage how traffic is routed across
different WAN links.

- Define conditions for failover and load balancing to ensure high
availability.

- Use performance metrics (latency, jitter, packet loss) to dynamically
adjust routing.

4. Application Performance Monitoring:

- Enable application performance monitoring to gain insight into application
usage and performance.

- Set thresholds for performance metrics that trigger alerts or policy
changes.

3. Monitoring and Management

Once the SD-WAN configuration is in place, continuous monitoring and
management are crucial for maintaining optimal performance.

1. Dashboard Overview:

- Use the Versa Orchestrator dashboard to view network status, device health,
and traffic statistics.

- Identify any performance bottlenecks or connectivity issues.

2. Alerts and Notifications:

- Configure alerts for critical events (e.g., link failures, policy
violations).

- Set up email or SMS notifications for immediate awareness.

3. Reporting:

- Generate reports on application performance, bandwidth usage, and security
incidents.

- Use these insights to refine policies and improve network efficiency.

Advanced Configuration Options

Beyond the basic configuration, there are several advanced features that can
enhance your Versa SD-WAN deployment:



1. Integration with Cloud Services

Versa SD-WAN supports integration with various cloud services, enabling
organizations to optimize their cloud workloads. Consider the following
steps:

- Configure Cloud Connect: Set up direct connections to cloud service
providers (e.g., AWS, Azure) for optimized access.

- Traffic Steering: Implement policies that direct specific application
traffic to the cloud provider, based on performance or cost considerations.

2. Zero Touch Provisioning (ZTP)

ZTP simplifies the deployment of new devices:

- Enable ZTP: Configure ZTP settings in the orchestrator.

- Connect New Devices: When a new device is connected to the network, it
automatically retrieves its configuration from the orchestrator, reducing
manual setup time.

3. Multi-Cloud and Hybrid Network Support

Versa SD-WAN can be configured to support multi-cloud environments and hybrid
networks:

- Define Multi-Cloud Policies: Create specific policies for traffic that
traverses multiple cloud environments.

- Hybrid Connectivity: Integrate MPLS and broadband connections to ensure
seamless connectivity between on-premises and cloud resources.

Best Practices for Versa SD-WAN Configuration

To maximize the benefits of Versa SD-WAN, consider the following best
practices:

- Regularly Update Firmware: Keep your devices updated with the latest
firmware to ensure security and performance enhancements are applied.

- Conduct Periodic Assessments: Continuously assess network performance and
application behavior to make informed adjustments to policies.

- Engage with Support: Leverage Versa Networks' support resources for
assistance with complex configurations or troubleshooting.



Conclusion

The Versa SD-WAN configuration guide outlined above provides a foundational
understanding of deploying and managing Versa SD-WAN in an enterprise
environment. By following these steps and best practices, organizations can
leverage the power of SD-WAN to enhance network performance, improve
application reliability, and achieve greater operational efficiency. As SD-
WAN technology continues to evolve, staying informed about new features and
configuration options will ensure your organization remains agile and
competitive in an increasingly digital landscape.

Frequently Asked Questions

What is the first step in configuring Versa SD-WAN?

The first step is to access the Versa Director, where you will create a new
site and define the WAN interfaces for your SD-WAN deployment.

How do you set up application-aware routing in Versa
SD-WAN?

Application-aware routing can be set up by defining application SLA
parameters in the Versa Director, allowing the SD-WAN to dynamically choose
the best path based on real-time performance metrics.

What are the key components involved in a Versa SD-
WAN configuration?

Key components include the Versa Director for centralized management, Versa
Analytics for monitoring, and the Versa Edge devices that handle traffic at
the site level.

Can you configure security policies within the Versa
SD-WAN framework?

Yes, security policies can be configured in the Versa SD-WAN framework,
allowing you to apply firewall rules, intrusion prevention systems (IPS), and
secure web gateways to your network traffic.

What troubleshooting steps can be taken if the SD-
WAN is not performing as expected?

Troubleshooting steps include checking the link health via Versa Analytics,
reviewing the configuration settings in Versa Director, and verifying
connectivity between the edge devices and the cloud services.
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