wireshark filters cheat sheet

wireshark filters cheat sheet is an essential resource for network
administrators, cybersecurity professionals, and anyone involved in packet
analysis. This article provides a comprehensive guide to understanding and
utilizing Wireshark filters effectively. Wireshark is a powerful network
protocol analyzer, and mastering its filtering capabilities can significantly
enhance the process of dissecting network traffic. Whether you are
troubleshooting network issues, analyzing security events, or studying
network protocols, knowing how to apply capture and display filters is
crucial. This cheat sheet covers basic to advanced filters, syntax tips, and
practical examples to streamline your analysis workflow. The detailed
overview aims to equip readers with the knowledge to create precise filters,
making packet inspection faster and more accurate.
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Introduction to Wireshark Filters

Wireshark filters are essential tools that help users sift through large
volumes of network traffic data by isolating specific packets of interest.
These filters come in two main types: capture filters and display filters.
Capture filters determine which packets are collected during the capture
process, reducing resource usage and focusing on relevant data. Display
filters, on the other hand, are applied after capture to refine the view of
captured packets without discarding any data. Understanding the differences
and applications of these filters is fundamental for effective packet
analysis. This section introduces the basics of Wireshark filters and
explains their roles in network troubleshooting and analysis.

What Are Capture Filters?

Capture filters limit the network traffic that Wireshark records during a
capture session. They are defined using Berkeley Packet Filter (BPF) syntax,



which is concise and efficient, enabling high-speed filtering. Since capture

filters operate in real-time, they help conserve system resources by ignoring
irrelevant packets from the outset. Common capture filters include filtering

by IP address, port numbers, and protocols. However, capture filters are less
flexible compared to display filters because they cannot be changed after the
capture has started.

What Are Display Filters?

Display filters allow users to drill down into the captured data by showing
only those packets that meet specific criteria. Unlike capture filters,
display filters use Wireshark’s own filtering language, which is more
expressive and supports complex expressions. These filters can be applied and
modified dynamically without requiring a new capture, making them invaluable
for detailed analysis and troubleshooting. Display filters support a wide
range of operators, functions, and protocol fields, enabling precise packet
inspection.

Capture Filters

Capture filters are written using BPF syntax and are applied before packet
capture begins. They help reduce the volume of data collected, which is
especially useful on busy networks or when capturing for extended periods.
Understanding the syntax and common filter expressions is critical for
efficient packet collection.

Basic Capture Filter Syntax

The syntax for capture filters involves specifying protocols, IP addresses,
ports, and logical operators. Filters are case-sensitive and typically
include keywords such as “host,” “net,” “port,” “src,” “dst,” and protocol
names like “tcp,” “udp,” and “icmp.” Logical operators such as “and,” “or,”
and “not” combine conditions.

n

host - filter packets to or from a specific IP address

net - filter packets within a specific subnet

port - filter packets by source or destination port

src and dst - filter by source or destination address
e proto - filter by protocol type such as tcp or udp

e and, or, not - logical operators to combine expressions



Examples of Capture Filters

Here are some practical examples of capture filters that can be used in
Wireshark:

host 192.168.1.10 — Capture packets to or from IP address 192.168.1.10

net 10.0.0.0/24 — Capture traffic within the 10.0.0.0 subnet with a 24-
bit mask

tcp port 80 — Capture TCP packets on port 80 (HTTP traffic)

udp and port 53 — Capture UDP packets on port 53 (DNS queries)

src host 192.168.1.5 and dst port 22 — Capture packets from 192.168.1.5
to destination port 22 (SSH)

Display Filters

Display filters provide robust capabilities for filtering captured packets
based on protocol fields, packet content, and complex conditions. They are
more flexible than capture filters and use a different syntax designed
specifically for Wireshark’s packet dissection framework.

Display Filter Syntax and Operators

Display filters use a field-based syntax that refers to protocol fields and
supports comparison operators such as “==," “!=," “>,” and “<.” Logical
operators like “and,” “or,” and “not” combine multiple conditions. Filters
can match string values, numeric values, IP addresses, and more. Parentheses
can be used to group expressions for clarity and precedence.

e == - equal to

e I= - not equal to

e >, < - greater than, less than

e and, or, not - logical operators

e contains - checks if a field contains a substring or value



e matches - regex matching

Examples of Display Filters

Common display filter examples demonstrate how to isolate specific traffic
types or packet details:

ip.addr == 192.168.1.10 — Show packets with source or destination IP
192.168.1.10

tcp.port == 443 — Show packets where TCP source or destination port is
443 (HTTPS)

http.request — Show only HTTP request packets

dns.qry.name contains "example.com" — Show DNS queries containing
“example.com”

I(icmp) — Exclude ICMP packets from the display

Commonly Used Wireshark Filters

Some filters appear frequently in network troubleshooting and analysis tasks
due to their broad applicability. This section highlights essential capture
and display filters that cover typical use cases.

Filters for IP Address and Subnet

Filtering by IP addresses and subnets helps isolate traffic related to
specific hosts or network segments, crucial for diagnosing connectivity
problems or security incidents.

Capture Filter: host 192.168.0.1 captures traffic to/from a particular
IP

Display Filter: ip.addr == 192.168.0.1 shows packets involving that IP

Capture Filter: net 192.168.1.0/24 captures subnet traffic

Display Filter: ip.src == 192.168.1.0/24 shows packets with source IP in
subnet



Filters for Protocols and Ports

Common protocols like TCP, UDP, HTTP, and DNS often require filtering to
analyze specific traffic flows or service communications.

Capture Filter: tcp port 80 captures HTTP traffic

Display Filter: tcp.port == 80 displays HTTP packets

Capture Filter: udp port 53 captures DNS queries

Display Filter: dns shows DNS protocol packets

Advanced Filtering Techniques

For complex network environments, advanced filters enable deep packet
inspection and multi-criteria queries. These techniques leverage logical
operators, bitwise operations, and protocol-specific fields.

Combining Multiple Conditions

Filters can combine multiple expressions with logical operators to refine
packet selection. Parentheses clarify evaluation order and structure complex
queries.

e ip.src == 10.0.0.1 and tcp.dstport == 22 — Packets from IP 10.0.0.1 to
SSH port

e (tcp.port == 80 or tcp.port == 443) and ip.dst == 192.168.1.5 —
HTTP/HTTPS traffic destined for a host

Using Bitwise and Range Filters

Bitwise operations allow filtering based on specific bits within protocol
fields, useful in specialized scenarios such as flag inspection. Range
filters select values within numeric intervals.

e tcp.flags.syn == 1 and tcp.flags.ack == 0 — Detect TCP SYN packets



initiating connections

e frame.len >= 100 and frame.len <= 1500 — Packets with frame lengths
between 100 and 1500 bytes

Filtering by Packet Content

Display filters can search inside packet payloads for specific strings or
patterns, aiding malware detection or data leakage investigations.

e frame contains "password" — Packets containing the word “password”
anywhere in the payload

e http.request.uri matches ".*login.*" — HTTP requests with “login” in the
URI

Tips for Writing Efficient Filters

Efficient filter writing improves performance and accuracy during packet
analysis. Optimizing filters reduces processing time and helps focus on
relevant data faster.

Use Specific Fields and Values

Targeting specific protocol fields instead of broad keywords narrows results
effectively. For example, use ip.src or tcp.dstport rather than filtering
only by protocol name.

Avoid Redundant Expressions

Eliminate unnecessary conditions and simplify expressions to enhance
readability and speed. Use logical grouping to clarify intent and avoid
confusion.

Test Filters Incrementally

Build complex filters step-by-step, testing each condition to verify
correctness. This approach reduces errors and ensures expected output.



e Start with a simple filter matching a single condition
e Add additional conditions using logical operators

e Review filtered results and adjust as needed

Frequently Asked Questions

What is a Wireshark filter and why is it important?

A Wireshark filter is a tool used to display specific packets of network
traffic based on user-defined criteria. It is important because it helps
users isolate and analyze relevant data within large packet captures, making
troubleshooting and network analysis more efficient.

What is the difference between capture filters and
display filters in Wireshark?

Capture filters limit the packets Wireshark records during a capture session,
using Berkeley Packet Filter (BPF) syntax, while display filters are applied
after capturing to selectively view specific packets without altering the
captured data. Capture filters are more restrictive, whereas display filters
offer more detailed and flexible querying.

Can you provide some common Wireshark display filter
examples?

Common Wireshark display filter examples include: 'ip.addr == 192.168.1.1' to
show packets with a specific IP address, 'tcp.port == 80' to filter HTTP
traffic, 'dns' to display DNS packets, 'http.request' to show HTTP requests,
and 'icmp' to filter ICMP packets like ping.

How do I create a filter to show traffic from a
specific IP address and a particular port?

In Wireshark's display filter, you can combine conditions using 'and'. For
example, to show traffic from IP 10.0.0.5 on port 443, use: 'ip.addr ==
10.0.0.5 and tcp.port == 443'. This filter displays packets involving that IP
and port number.

Where can I find a comprehensive Wireshark filters
cheat sheet?

Comprehensive Wireshark filters cheat sheets are available on the official



Wireshark website, network analysis blogs, and GitHub repositories. These
resources provide extensive lists of capture and display filters with
explanations and examples to help users quickly apply the right filters.

Additional Resources

1. Wireshark Filters Mastery: The Ultimate Cheat Sheet

This book offers a comprehensive collection of Wireshark filters, designed to
help network professionals quickly identify and analyze traffic. It covers
basic to advanced filters with practical examples, making it an essential
reference for troubleshooting and network diagnostics. Readers will gain
confidence in crafting precise filters to streamline packet capture analysis.

2. Practical Wireshark Filtering Techniques

Focused on real-world applications, this book teaches readers how to
effectively use Wireshark filters to solve common network problems. It
includes step-by-step instructions and scenarios that demonstrate how to
isolate specific traffic types, diagnose issues, and enhance security
monitoring. The clear explanations make complex filter expressions accessible
to all skill levels.

3. Network Traffic Analysis with Wireshark: Filter Cheat Sheets and Tips
Designed as a quick reference guide, this title compiles essential Wireshark
filters along with tips for optimizing packet capture sessions. It emphasizes
the importance of filters in speeding up analysis and reducing noise in large
data sets. Ideal for network engineers and cybersecurity analysts, the book
streamlines the learning curve of Wireshark'’s powerful filtering
capabilities.

4. The Complete Wireshark Filtering Handbook

This in-depth handbook covers every aspect of Wireshark’s filtering language,
from simple display filters to complex capture filters. With detailed
explanations and numerous examples, readers will learn how to tailor filters
for different protocols and scenarios. The book also explores performance
considerations and best practices for efficient network troubleshooting.

5. Wireshark Filter Essentials for Network Professionals

Targeted at network administrators and IT support staff, this book distills
the most commonly used Wireshark filters into easy-to-understand categories.
It includes a handy cheat sheet section for quick lookup during live
troubleshooting sessions. The practical approach helps readers quickly master
filtering to improve network visibility and problem resolution.

6. Advanced Wireshark Filtering: Techniques and Cheat Sheets

This advanced guide delves into sophisticated filtering techniques, including
logical operators, regular expressions, and custom dissectors. It is ideal
for experienced users who want to deepen their understanding of Wireshark’s
capabilities. The book also provides a comprehensive cheat sheet to
accelerate filter creation and application in complex network environments.



7. Wireshark for Cybersecurity: Filter Strategies and Cheat Sheets

Focusing on cybersecurity applications, this book explains how to use
Wireshark filters to detect intrusions, malware, and suspicious network
behavior. It includes ready-made filter expressions tailored for security
analysts and incident responders. Readers will learn how to leverage filters
to enhance threat hunting and forensics workflows.

8. Wireshark Capture and Display Filters: A Practical Cheat Sheet Guide

This guide differentiates between capture and display filters, clarifying
their distinct roles and usage in Wireshark. It provides a curated list of
the most effective filters for both capturing relevant packets and displaying
meaningful data. The book is suitable for beginners and intermediate users
aiming to improve their packet analysis efficiency.

9. Mastering Wireshark Filters: From Basics to Expert Cheat Sheets

Covering the full spectrum of Wireshark filter functionality, this book
starts with foundational concepts before progressing to expert-level
techniques. It includes numerous cheat sheets to assist users at every stage
of learning. The comprehensive coverage makes it a go-to resource for anyone
seeking to master Wireshark filtering for network analysis and
troubleshooting.
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